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WHAT IS RANSOMWARLE?

A quick guide to help you understand Ransomware
and its dangers
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RANSOMWAIRE IS:

A type of malicious
software that blocks
access to data or threatens
to publish it until a ransom
is paid. Simple ransomware
may lock the system in a
way which is not difficult
for a knowledgeable person
to reverse.
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RANSOMWAIRE IS NOT
LOSING ANY MOMENTUM

Attacks on various industries are
becoming daily occurrences. There are
companies paying huge sums to retrieve
their data from the malicious
software. Often, the companies
affected aren’t familiar with
ransomware until it’s too late. So, allow
us to introduce you to the infamous
ransomware.
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SO WHY SHOULD
YOU CARE? THE

NUMBERS TELL A
DARK TALE! '
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INBOX SCAMS

This image is a prime example of a

i . ATTN: Invoice J-98223146

To

Message M) invoice j-58223146.docx (15 KE)

phishing email used fo spread “Locky,” a | serien T
common strain of ransomware. To the vear support,
recipien‘l‘ +he emqil qppeqrs _l_o Come ziea?e see the attached invoice (Microsoft Word Document) and remit payment according to the terms listed at the bottom of

) e invoice.

Let us know if you have any questions.

from a business partner asking the

We greatly appreciate your business!

reader 1o “‘see the attached invoice” by | sommic et
clicking on the attached Word doc. Note
how harmless this email appears and
how easy it would be for a user to
absentmindedly open and click, an
action that would result in an instant

ransomware infection. It happens every
single day. Image /
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From: PayPal Billing Department <Billing@PayPal.com>

Subjct. CrediUDebit card updat In image 2, note the link appears to direct the reader to

Date: May 4, 2006 08:16:08 PDT

N —— e a legitimate PayPal web page and yet, when the mouse is

PayPal hovered over the link, you see that it actudlly directs to a
I different site designed to inject malware or illegally

collect personal information.

Dear Paypal valued member,

Due to concermns, for the safety and integrity of the paypal

account we have issued this waming message. RED FLAGS: Missing sender or recipient information,

It has come to our attention that your account information needs

to be updated due to inactive members, frauds and spoof reports. gener\ic gree‘l‘ings’ misspe"ed emdil Gddresses) (eg

If you could please take 5-10 minutes out of your online experience and renew
your records you will not run into any future problems with the online service.

However, failure to update your records will result in account suspension b| "ing@cmzcon.com), Gnd emQ“ Gddresses -I-hc-l- don).l.

This notification expires on 48.

Once you have updated your account records your paypal account mc‘l‘ch 'I'he Compqny name. Any emcds 'I'hc‘l' OSk 'I'he

service will not be interrupted and will continue as normal.

Please follow the link below and login to your account rec|p|en'l' 'I'O downlocd a -Forsm or macro |n Order 'I-O

and renew your account information

hnos:h’www.Davual.comfc%bin.-’webscr?cmd: login-run Comple-l-e O -|-Osk Gre highly Suspicious Gnd Gn employee

Sincerely, http://66.160.154.156 /catalog/paypal/

Paype customar dpariigg should NOT click on anything. Instead, report the email o
IT immediately.

Image 2

Copyright 2004-2019 Nex Level Networks, Inc.



NIEN

NEX LEVEL NETWORKS

Another common lure is a pop-up that claims
that a user’s computer has been locked by
the FBI because it was used to accessillegal
material such as child pornography (Image
3). The lure instructs users 1o click a link in
order to pay a fine, which is bogus.

RED FLAGS: Links that redirect to a
different domain, pop-ups that require you
o enter personal information, or misspelled

URLs. This type of attack can be very hard
o detect, even if employees are highly

vigilant.
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MOST IMIPOIRTANTLY, II-
YOU SEE SOMETHING,
SAY SOMETHING!

For more information, please contact:

Nex Level Networks

315.426.8800
helpdesk@nlnit.com
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